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ThoughtTrace is an artificial intelligence (AI) system that reviews, structures, and extracts data from unstructured 

content, giving analysts the ability to quickly review the documents and data. Extracted Data can then be made available 

for downstream system consumption.   

Architecture 
The diagram below illustrates the architecture of the ThoughtTrace platform.   
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Web API and User Interface 

The API serves as the primary entry point to the system.  It exposes resources for querying and manipulating data within 

the system.   

The user Interface is an HTML5 browser-based application that has no client dependencies.  Unlike some systems where 

an API is an afterthought, the ThoughtTrace system exclusively uses the API, meaning all functionality available from the 

web application is also achievable via HTTP clients, making ThoughtTrace an excellent candidate for 3rd party 

integrations. 

Micro-Services 

The micro-services layer consists of several discrete running processes, or services, that perform assorted background 

tasks for the system.  Each service can be scaled to improve availability and/or performance of different system 

workloads. 

Messaging Queues 

A queue-based messaging layer serves as the primary means of communication between the various system 

components.  These components communicate by publishing and subscribing to various types of messages through a 

messaging layer.  This layer removes direct connections between components, allowing each component to go off-line 

for maintenance without directly affecting other components.  Additionally, existing middleware stacks can easily 

integrate with system events for further business intelligence or process management. 

ThoughtTrace AI 

The artificial intelligence engine is responsible for extracting entities from document content.  In most cases, documents 

will be submitted in image formats, such as PDF, TIF, JPG, etc.  In such cases, the document will first generate machine-

encoded text via optical character recognition (OCR).  Next, cognitive computing is used to semantically parse the 

textual content, asserting facts and extracting entities, which are then able to be reviewed and later validated. No 

document content is stored by the AI engine, once results are returned the document content is forever released. 

Database 

Azure SQL Database is responsible for persisting the data for the ThoughtTrace platform. 

Document Storage 

As documents are submitted to ThoughtTrace for processing, a storage medium must be used to persist these for later 

use by the system.  While processing documents, ThoughtTrace may create several variations of the original which must 

also be persisted for later use by the system.  
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Security 

Monitoring 

All environments are hosted in Azure and proactively monitored for health, security, and availability.  

Insider threat detection is vital to securing applications and data. We ensure that potentially risky user activity is 

uncovered in real time by identifying anomalous behavior. 

Unified security management and advanced threat protection are a must in defending against quickly changing threats. 

We use Azure Security Center for centralized policy management, continuous security assessment, actionable 

recommendations, advanced cloud defenses, and prioritized alerts and incidents.  

System availability and health are actively monitored 24x7x365, ensuring availability SLAs are met. 

User Authentication and Authorization 

Token Based Security 
Users authenticate once using a username and password combination. Upon successful authentication, an access token 

and refresh token are issued to the client. The access token is then used for subsequent interaction with the application. 

Before the access token expires, the refresh token may be used to generate a new access and refresh token for that 

user, mitigating the need to retransmit their login credentials over the wire. In all modules, this process is handled 

transparently for users, however direct API interaction will require orchestration of access and refresh token use. 

Role Based Security 
Access to various actions in the system are managed via roles. Each user is granted a System role as well as Document 

Type roles for each type of document in the system. The following System roles are available: 

• User 

• Administrator 

By default, users are always set to a User as their System role, indicating no special elevated rights other than what is 

granted to them at each Document Type level. Users who are granted Administrator as their System Role will have 

access to all artifacts in the system, including administrative sections and full access to all Document Types.  

Each user must then be granted access to specific document types. The following document type access roles are 

available: 

• No Access – User has no visibility or access to documents of the given document type. 

• Viewer – User has read-only access to documents of the given document type. 

• Editor – User has Viewer rights in addition to edit rights for the given document type. 

• Validator – User has Editor rights as well as access to validate the given document type. 

Password Encryption 
Provision Insights provides multiple authentication providers. In the case of ThoughtTrace owning the user 

authentication details, passwords are managed by the software. To protect users, no password is ever stored in clear 

text, and is instead encrypted using a standards compliant encryption algorithm such as Rijndael. 



 

www.thoughttrace.com 

Azure Active Directory 
ThoughtTrace supports authenticating via Azure Active Directory. In this case, a user record will exist in ThoughtTrace, 

however no authentication credentials are persisted. Instead, at time of authentication, user credentials are simply 

passed through to Active Directory. If Active Directory asserts successful authentication of the provided credentials, 

ThoughtTrace will then issue the appropriate tokens for continued usage. 

Encryption of data in transit 

All traffic is secured via HTTPS. HTTPS was originally developed to secure sensitive web traffic such as financial 

transactions. The HTTPS protocol uses the Transport Layer Security (TLS) protocol, the successor to the Secure Sockets 

Layer (SSL) protocol, to secure communications. When configured and used correctly, it provides protection against 

eavesdropping and tampering, along with a reasonable guarantee that a website is the one we intend to be using. Or, in 

more technical terms, it provides confidentiality and data integrity, along with authentication of the website's identity.  

With the many risks we all face, it increasingly makes sense to treat all network traffic as sensitive. 

Encryption of data at rest 

Document storage and encryption 
All documents are stored in Azure Storage. Azure Storage Service Encryption (SSE) is used to encrypt data at rest.  Azure 

SSE protects and safeguards data by automatically encrypting data prior to persisting to storage and decrypting prior to 

retrieval. The encryption, decryption, and key management are totally transparent to users. 

Database storage and encryption 
Azure SQL is encrypted using Transparent Data Encryption (TDE). Transparent data encryption helps protect against the 

threat of malicious activity. It performs real-time encryption and decryption of the database, associated backups, and 

transaction log files at rest without requiring changes to the application. 

Transparent data encryption encrypts the storage of an entire database by using a symmetric key called the database 

encryption key. This database encryption key is protected by the transparent data encryption protector. 

Backup and Retention 

Azure SQL Database 
Full database backups happen weekly, differential database backups generally happen every few hours, and transaction 

log backups generally happen every 5 - 10 minutes. The first full backup is scheduled immediately after a database is 

created. It usually completes within 30 minutes, but it can take longer when the database is of a significant size. For 

example, the initial backup can take longer on a restored database or a database copy. After the first full backup, all 

further backups are scheduled automatically and managed silently in the background. The exact timing of all database 

backups is determined by the SQL Database service as it balances the overall system workload. 

A combination of full database backups weekly, differential database backups hourly, and transaction log backups every 

five minutes are performed automatically. These backups are stored in geo-redundant storage for 35 days for databases. 

The full and differential database backups are also replicated to a paired data center for protection against a data center 

outage. To read more about Azure SQL backups, please refer to https://docs.microsoft.com/en-us/azure/sql-

database/sql-database-automated-backups.  

https://docs.microsoft.com/en-us/azure/best-practices-availability-paired-regions
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-automated-backups
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-automated-backups
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Document Storage 
As documents are submitted to ThoughtTrace for processing, a storage medium must be used to persist these for later 

use by the system.  While processing documents, ThoughtTrace may create several variations of the original which must 

also be persisted for later use by the system.  Azure storage is used for all environments and is configured to be read-

access geo-redundant.  

Read-access geo-redundant storage (RA-GRS) maximizes availability for your storage account, by providing read-only 

access to the data in the secondary location, in addition to the replication across two regions provided by GRS. 

All documents stored are replicated to a secondary region (physical data center) and is available for read-only access 

during a complete regional outage of the primary hosting region. 

To provide additional protection, a backup of all newly created files are written to an additional, back-up, storage 

container. This provides the ability to retrieve purged data in the event of explicit or accidental data loss. 

 


